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Q 59: QuanTour V — Protocols

Inspired by QuanTour, the traveling quantum-dot light source, the sessions QuanTour I-V focus on the
physics of quantum light generation in solid-state systems and applications in quantum networks.

Time: Thursday 14:30-16:30

Invited Talk Q59.1 Thu 14:30 P 7
High-Speed Quantum Key Distribution using Single Pho-
tons from Defects in Hexagonal Boron Nitride — FURKAN
Aérarct!, OMER S. Tapsin!, CAGLAR SAMANER!, SERKAN PagaLl,
and eSERKAN ATrs'2 — !Department of Physics, Izmir Institute of
Technology, Izmir, Tiirkiye — 2Faculty of Engineering and Natural
Sciences, Sabanci University, Tuzla, Istanbul, Tiirkiye

We present an experimental demonstration of free-space Quantum Key
Distribution (QKD) utilizing single photons generated from optically
active defects in hexagonal boron nitride (hBN) operating at room
temperature (RT). In our implementation of the B92 protocol, we suc-
cessfully integrated the hBN single-photon source (SPS) with a reso-
nant electro-optic modulator, enabling dynamic polarization encoding
at a 40 MHz clock rate. This high-speed operation yielded a sifted
key rate of 17.5 kbps and a secure key rate (SKR) of 7 kbps with a
Quantum Bit Error Rate of 6.49%, representing one of the highest re-
ported SKRs for a RT-SPS with active polarization modulation. We
benchmark this performance against other quantum emitters and an-
alyze the potential of hBN defects in a hypothetically secured BB84
framework. We show that with achievable improvements, such as mi-
crocavity coupling, the source has the potential to reach an SKR in the
Mbps range. This work highlights the versatility and maturity of hBN
defects as bright, RT-SPS, paving the way for practical, high-speed,
and miniaturized quantum communication systems, including future
space-based QKD missions.

Q59.2 Thul5:00 P7
GHz-clocked Single-photon Quantum Key Distribution in

the Telecom C-band — eMAREIKE Lacu!, Koray KaymMazLar!,

RosEeRT B. BEHRENDS!, Lucas RICKERT!, MARTIN VON HELVERSEN!,

Jocuen Kaupp?, Yorick Raum?, Topias HuBer LovorLa?:3,

SveN HorLINGZ, ANDREAs PrENNINGZ, and Tobias HeINDEL? —
nstitute of Physics and Astronomy, Technische Univeristét Berlin
— 2Technische Physik, Physikalisches Institut and Wiirzburg-Dresden
Cluster of Excellence — 3Karlsruher Institut fiir Technologie, Institute
of Photonics and Quantum Electronics — 4Department for Quantum

Technology, Univeristdt Miinster

High speed operation is one of the most desired properties for imple-
mentations of quantum key distribution (QKD). This requires however
the generation and state-preparation of photonic qubits at high speed.
Here, we report on a QKD system based on the BB84 protocol that
operates at GHz clock-rates using a highly Purcell-enhanced single-
photons source emitting in the telecom C-band. We use a laser with
a repetition rate of 2.5 GHz to pump the quantum dot source and
prepare the polarization states fot the protocol using a customized
fiber-based electro-optic modulator (EOM) controlled by an arbitrary
waveform generator (AWG) using the trigger output of the pump laser
as common clock. Our results show that our system performs the BB84
protocol succesfully with a quantum bit error ratio (QBER) around 5
% at these unprecendeted high clock-rates.

Q 59.3 Thu 15:15 P 7
Deployed entanglement-based BBM92 quantum key distri-
bution using frequency-converted photons emitted by a
quantum dot — eMicHAL VyVLEcCKA!, RAPHAEL Joos!, BEN-
JAMIN Bremorz!', AURBLIEN MaRMasse!, ILENIA NEUREUTHER!,
Tmo ScHNIEBER!, ANNA FrREDERIKE KOHLER!, Tim STROBEL!, To-
BIAS BAUER?, MARLON ScHAFER?, NAND LaL SHARMAS3, CAsPAR
HorMaNN3, SiMONE Luca PorraLupi!, CHRisToPH BECHER?, and
PeETER MicHLER! — llnstitut fiir Halbleiteroptik und Funktionelle
Grenzflachen, Center for Integrated Quantum Science and Technol-
ogy (IQST) and SCoPE, 70569 Stuttgart, Germany — 2Fachrichtung
Physik, 66123 Saarbriicken, Germany — S3Institute for Integrative
Nanosciences, 01069 Dresden, Germany

We implemented an entanglement-based BBM92 quantum key distri-
bution (QKD) protocol over approximately 700 m across the univer-
sity campus buildings using the existing deployed fiber network. The
entangled-photon pair at wavelength of 780 nm was emitted by an epi-
taxially grown droplet-etched GaAs quantum dot (QD) embedded in

Location: P 7

a dielectric antenna. The QD was excited via two-photon excitation
using a pulsed laser that emits 10 ps pulses at 779 nm with a 380 MHz
repetition rate. To minimize losses in silica fibers, we employed bidirec-
tional, polarization-conserving quantum frequency conversion to shift
the QD emission to a telecom wavelength. We achieved stable QKD
operation for more than 10 hours, with a raw key rate exceeding 200 Hz
and a quantum bit error rate below 4.5 %. After error correction and
privacy amplification, we distilled a secure key at a rate of 100 Hz.

Q594 Thul530 P7

Experimental Quantum Strong Coin Flipping - An Applica-
tion of QTorch — eKoray KaymazLar!, DANIEL VAJNER!, FENJA

DrAUsSCHKE2, Lucas RICKERT!, MARTIN voN HELVERSEN!, SHU-

LUN L3, ZuicnuaN Ni1u3, AnNa Pappa2, and ToBias HEeINDEL*
— lInstitute of Physics and Astronomy, Technische Univeristét
Berlin, Germany — 2Electrical Engineering and Computer Science
Department, Technische Univeristéit Berlin, Germany — 3Institute
of Semiconductors, Chinese Academy of Sciences, Beijing, China —
4Department for Quantum Technology, University of Miinster, Ger-
many

Strong coin flipping is a fundamental cryptographic protocol allowing
two distrustful parties to agree on randomly generated bits. We report
the first implementation of a quantum strong coin flipping using sin-
gle photons and demonstrate a quantum advantage compared to both
classical protocols and implementations using weak coherent pulses [1].
The quantum advantage is enabled by employing a state-of-the-art de-
terministic single-photon source from the same family of the one used
in QuanTour outreach project based on a quantum dot embedded in a
high-Purcell microcavity. Our QSCF implementation, operating at an
80 MHz clock-rate enables a coin flipping rate of 1.5 kHz and an aver-
age QBER below 3%, sufficient to realize a quantum advantage. [1] D.
A. Vajner, K. Kaymazlar, F. Drauschke, L. Rickert, M. von Helversen,
H. Liu, S. Li, H. Ni, Z. Niu, A. Pappa, T. Heindel, Single-Photon Ad-
vantage in Quantum Cryptography Beyond QKD, arXiv:2412.14993
(2024)

Q59.5 Thulb4s P7
Benchmarking quantum key distribution by mixing single
photons and laser light — eYaNN PorreLLal, PETR STEINDL!,
JuaN RaraEL Awvarez!, TiM HEBENSTREITZ, ARISTIDE LEMAITRE!,
MARTINA Morassi!, NiccoLo SomascHi®, Loic Lancol, FiLip
Rozprepek?, PascaLE SENELLART!, and Dario A. FiorerTo!3 —
LCentre de Nanosciences et de Nanotechnologies, Université Paris-
Saclay, CNRS, Palaiseau, France — ?Max Planck Institute for the Sci-
ence of Light, Erlangen, Germany — 3Quandela SAS, Massy, France
— “4College of Information and Computer Science, University of Mas-
sachusetts Amherst, Amherst, Massachusetts, USA

Quantum key distribution stands out as a major application of quan-
tum technologies, alongside quantum computing and quantum sens-
ing. Many protocols require single photons, often approximated by
dim laser pulses. Here, we propose a hybrid approach where the infor-
mation is encoded with an incoherent mixture of single photons gen-
erated by a micropillar-embedded quantum dot and laser pulses. We
show that there is an optimal mixture at any distance maximizing the
secret key rate, benefiting both from the long distance scaling of single
photons and high rate at short distance of laser light. This provides a
flexible technology compensating for limited collected brightnesses of
single-photon sources as well as a thorough investigation of advantage
scenarios for single-photon and hybrid statistics. We highlight an ef-
ficiency threshold for unconditional advantage of single photons over
laser light, and show insights on the interplay between single-photon
purity and collected brightness in the performances of BB84.

Invited Talk Q59.6 Thu16:00 P 7
Metropolitan Quantum Key Distribution based on Room
Temperature Single Photon Source — eHAORAN ZHANG —
School of Electrical and Electronic Engineering, Nanyang Technologi-
cal University, Singapore, Singapore

Quantum Key Distribution (QKD) is a cryptographic technology that
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supports the negotiation and sharing of private keys with unconditional
security between authorized parties. As QKD scales to a global level, it
must address performance limitations, high costs, and practical secu-
rity concerns. For the deployment of QKD using single-photon sources
(SPSs), existing demonstrations are still limited to operation at cryo-

genic temperatures. We realized the first demonstration of QKD based
on a telecommunication-wavelength SPS operating at room tempera-
ture, as well as the first metropolitan-scale SPS-based QKD experiment
at room temperature, paving the way for the commercial deployment
of SPS-based QKD systems.



